CONG HOA XA HQI CHU NGHIA VIET NAM
Poc lap - Tw do - Hanh phuc

LY LICH KHOA HQC
(Danh cho tng vién/thanh vién céc Hoi dbng Gido sw)
1. Théng tin chung
- Ho va tén: Nguyén Linh Giang
- Nam sinh: 1968
- Gi&i tinh: Nam

- Trinh d6 dao tao (TS, TSKH) (nd&m, noi cap bang): TS, 1995, Cdng hoa
Gruzia, Lién X6 c.

- Chtrc danh Gido sw hodc Pho gigo sw (ndm, noi bd nhiém): Phé glao sw,
2011, Pai hoc Bach Khoa Ha Néi.

- Nganh, chuyén nganh khoa hoc: Céng nghé théng tin

- Chtre vy va don vij cong tac hién tai: Truéng Khoa Ky thuat may tinh, Trwéng Céng nghé
thdng tin va Truyén thong, Dai hoc Bach Khoa Ha Nai.

- Chtre vy cao nhét da qua: Trwdng Khoa

- Thanh vién Hoi ddng Gido sw co s&: Nam 2020, 2021, 2023, 2024 Hoi ddng Toan-Céng
nghé Théng tin, Dién-bDién ttr, Dai hoc Bach Khoa Ha Nai.

- Thanh vién Héi ddng Gi4o sw nganh: Khéng

- Thanh vién Hoi ddng Gido sw nha nwéc: Khoéng

2. Thanh tich hoat dgng dao tao va nghién ciru (thudc chuyén nganh dang hoat dong)
2.1. S4ch chuyén khao, giao trinh

a) Téng sb sach da chd bién: 01 gido trinh.

b) Danh muc sach chuyen khao, gido trinh trong 05 n&m lién ké v&i thdi diém dwoc bd nhiém
thanh vién Hoi ddng g&n day nhét (tén tac gia, tén séch, nha xuét ban, ndm xuét ban, ma sé ISBN,
chi sé trich dén).

2.2. Céc bai bao khoa hoc dworc céng bé trén céc tap chi khoa hoc
a) Téng sb da cong bé: 5 bai bao tap chi trong nwéc; 6 bai bao tap chi quéc té.

b) Danh muc bél bao khoa hoc céng bé trong 05 ndm lién k& v&i thoi diém dwoc bd nhlem
thanh vién Hoi dong gan day nhét (tén téc gia, tén cong trinh, tén tap chi, nam céng bé, chi sé IF va
chi sé trich dan - néu co):

- Trong nuwéc:

[1] Nguyén Vin T4nh, Ngb Quang Tri, Nguyén Linh Giang, Nguyén Ngoc Cuong, Trin Xuan Ban.
Proposing Comprehensive Security Solution for IoT Networks by Improving and Integrating
Methods: DTLS, Quark Encryption and Overhearing Mechanism. JST: Smart Systems and Devices.
Vol 32, Issue 2, pp 14-21, 2022.

[2] Nguyén Vin Téanh, Ngé Quang Tri, Nguyén Linh Giang, Nguyén Anh Tuén, Nguy&n Vin Ngo.
Improvement of the CurveCP Cryptography for Enhancing the Security of IoT. VNU Journal of
Science JCSCE, vol 37, no 1, pp 54-61, June 2021.

[3] Nguyen Van Tanh, Ngo Quang Tri, Nguyen Linh Giang, Nguyen Anh Tuan, Nguyen Van Ngo,
“The Improvement of the CurveCP Cryptography for enhancing the secure of Internet of
Things”. VNU JS. Vol37, No1. 06/2021.



[4] Téng Vin Van, Mac Pinh Hiéu, Bui Trong Tung, Trin Quang Pirc, Nguyén Linh Giang, Phuong
phdp cdi tién LSTM dya trén ddc trung théng ké trong phdt hién DGA Botnet, Tap chi Cong nghé
thong tin va Truyén théng (Chuyén san: Céc cong trinh nghién ciru, phat trién va tmg dung CNTT-
TT), vol. 3, no. 40, pp. 33-42 (ISSN: 1859-3526), 2019.

- Québc té:

[1] Dang Tien Dat, Nguyen Anh Minh, Tran Ngoc Thang, Rung-Ching Chen, Nguyen Linh
Giang, Nguyen Thi Ngoc Anh. Building the multi-objective periodic recommendation
system through integrating optimistic linear support and user clustering to multi-object

reinforcement learning. International Journal of Applied Science and Engineering. Vol
21(3), pp 2023542. 2024.

[2] Nguyen Van Tanh, Ngo Quang Tri, Nguyen Linh Giang, Le Duy-Tien, “Comprehensive Security
Solution for IOT Network with Integrated Technology of Improved Lightweight Encryption
Mechanisms”. 1JSSST, V21, No4, pp14.1-14.7. 2021.

[3] Sonxay L, Duc Tran, Tuyen Nguyen, Hai-Anh Tran, Giang Nguyen, Quoc Trung Ha. svBLOCK:
Mitigating black hole attack in low-power and lossy networks. Int. J. Sensor Networks. Vol 32. No
2. Pp77-86. 2020.

[4] Ngoc Anh N. T, Tu Nguyen, Vijender Kumar Solanki, Giang Nguyen, Thu. Vu, Son N.
Luong, Loc Nguyen, Nam Vu. Integrating Employee Value model and Churn prediction.
International Journal of Sensors, Wireless Communications and Control, Vol 10, Nol,
https://doi.org/10.2174/2210327910666200213123728. 2020.

[5] Duc Tran, Hieu Mac, Van Tong, Hai Anh Tran, Linh Giang Nguyen, “4 LSTM based Framework
Jor Handling Multiclass Imbalance in DGA Botnet Detection”, vol 275, pp. 2401-2413,
Neurocomputing, 2018.

[6] Hai-Anh Tran, Duc Tran, Linh-Giang Nguyen, Quoc-Trung Ha, Van Tong, and A. Mellouk,
“SHIOT: A Novel SDN-based Framework for the Heterogeneous Internet of Things”, Informatica,
Vol. 42, No. 3, pages 313-324, November 2018.

2.3. Cac nhiém vu khoa hoc va céng nghé

a) Téng sé chuong trinh, d& tai da cha tri/chd nhiém: 02 cAp Nha nuéc;
03 cép Bo.

b) Danh muc @@ tai tham gia da dwoc nghiém thu trong 05 nam lién k& véi thei didm dwoc
bd nhiém thanh vién Hoi ddng g&n day nhét (tén dé tai, ma sé, thoi gian thuc hién, cap quén ly dé
tai, trach nhiém tham gia trong dé tai):

1. Xay dung kién tric ha tang an toan théng tin cho loT trén nén dién toan dam may, ma sé
NDDT.14.TW/16. 2016-2019, dé tai Nghi dinh thw, cAp Nha nwéc, chd nhiém dé tai.

2. Nghién cru xay dung hé théng x Iy thn céng tlr chéi dich vu phan tan va phat hién Botnet. B2016-
BKA-06. 2016-2018, d& tai cAp BS, chi nhiém d& tai.

3. Nghién ctru, phat trién, tich hop hé théng hd tro' giam sat, quan ly, van hanh an toan cho hé théng
mang va ha tang cung cép dich vu céng tryc tuyén. Ma sé: KC.01.01/16-20, D& tai cAp Nha nudr,
2018-2020, thanh vién chinh d2 tai.

2.4. Céng trinh khoa hoc khéc (néu co)
a) Téng sb céng trinh khoa hoc khac:
- Téng s6 c6: 01 sang ché, gidi phap hivu ich.

b) Danh muc bang déc quyén séng ché, giai phap htru ich, tac phdm nghé thuat, thanh tich
hgén luyén, thi d&u trong 5 ndm tr& lai day (tén téc gia, tén cong trinh, sé hiéu van béng, tén co quan
céap):

1. Tran Quang Birc, Mac Dinh Hiéu, Nguy&n Linh Giang, Phwong phap phat hién thiét bi bj nhiém
ma déc DGA, Bang doc quyén sang ché, Cuc S& hiru tri tug, Sé hiéu: 31187, 2022.

2.5. Hwéng dan nghién ciru sinh (NCS) da c6 quyét dinh cap bang tién si



a) Téng sb: 04 NCS da hwéng dan chinh

b) Danh sach NCS hwéng dén thanh cong trong 05 nam lién ké véi thoi diém dwoc bd nhieém
thanh vién Hoéi déng gan day nhét (Ho va tén NCS, dé tai luén 4n, co s& dao tao, ndm bdo vé thanh
céng, vai tro huéng dan):

1. Nguy&n V&n Tanh, Nghién ctu phét trién gidi phép néng cao an toan trogn mang “Internet of
Things”. Bai hoc Bach Khoa Ha Néi. 2022. Hwéng dan chinh.

2. Sonxay Luangoudom Nghién ctu, phét trién phuong phdp phét hién va xi Iy tan céng hé den
vao giao thire dinh tuyén RPL. Dai hoc Bach Khoa Ha Néi. 2022. Hwéng dan chinh.

3. Mac Binh Hiéu, Phét hién tan céng te chdi dich vu béng phuong phép hoc méy. Pai hoc Bach
Khoa Ha N&i 2024. Hwéng dan chinh.

4. Tran Xuan Ban, Nghién citu, phdt trién mét s6 thudt todn ndng cao kha ning béo mdt cho
cdc thiét bi trong mang IoT. Vién Khoa hoc va Cong nghé Quan sy. 2024. Huéng din chinh.

3. TrAn Manh Théng, Phat hién va phong chéng mét sé dang tan cong tir chéi dich vu phan tan. Pai
hoc Bach Khoa Ha Néi, 2019. Hwéng dan 2.

3. Cac théng tin khac
3.1. Danh muc céc céng trinh khoa hoc chinh trong ca qua trinh:

1. Bui Trong Tung, Tran Quang Duc, Nguyen Linh Giang, Hien Nguyen, Thanh Nguyen, Khanh
Nguyen, “A Machine Learning-Based Framework for Detecting Malicious HTTPS Traffics”,
SOICT2023.

2. Tuan Nguyen, Hoang Ngo, Trung Pham, Nam-Thang Hoang, Van Tong, Hai-Anh Tran,
Giang Nguyen, Abdelhamid Melouk, Truong Tran, “Multi Service-Oriented Routing
Mechanism  for  Heterogeneous Multi-Domain  Software Defined  Networking”,
GLOBECOM2023.

3. Son Duong, Tuan Nguyen, Nam-Thang Hoang, Van Tong, Hai-Anh Tran, Giang Nguyen,
Abdelhamid Melouk, Truong Tran, “Server and Route Selection Optimization for Knowledge-
defined Distributed Network Based on Gambling Theory and LSTM Neural Networks”,
GLOBECOM2023.

4. Nguyén Vin Ténh, Ngd Quang Tri, Nguyén Linh Giang, Nguy&n Ngoc Cuong, Tran Xuan
Ban. “Proposing Comprehensive Security Solution for IoT Networks by Improving and
Integrating Methods: DTLS, Quark Encryption and Overhearing Mechanism”. JST: Smart
Systems and Devices. Vol 32, Issue 2, pp 14-21, 2022.

5. Nguyen Van Tanh, Ngo Quang Tri, Nguyen Linh Giang, Le Duy-Tien, “Comprehensive
Security Solution for IOT Network with Integrated Technology of Improved Lightweight
Encryption Mechanisms”. 1JSSST, V21, No4, pp14.1-14.7. 2021.

6. Nguyen Van Tanh, Ngo Quang Tri, Nguyen Linh Giang, Nguyen Anh Tuan, Nguyen Van
Ngo, “The Improvement of the CurveCP Cryptography for enhancing the secure of Internet
of Things”. VNU JS. Vol37, No1. 06/2021.

7. Sonxay L, Duc Tran, Tuyen Nguyen, Hai-Anh Tran, Giang Nguyen, Quoc Trung Ha.
“svBLOCK: Mitigating black hole attack in low-power and lossy networks”. Int. J. Sensor
Networks. Vol 32. No 2. Pp77-86. 2020.

8. Ngoc Anh N. T, Tu Nguyen, Vijender Kumar Solanki, Giang Nguyen, Thu. Vu, Son N. Luong,
Loc Nguyen, Nam Vu. “Integrating Employee Value model and Churn prediction”.
International Journal of Sensors, Wireless Communications and Control, Vol 10, No1,
https://doi.org/10.2174/2210327910666200213123728. 2020.

9. Duc Tran, Hieu Mac, Van Tong, Hai Anh Tran, Linh Giang Nguyen, “A LSTM based
Framework for Handling Multiclass Imbalance in DGA Botnet Detection”, vol 275, pp. 2401-
2413, Neurocomputing, 2018.

10. Hai-Anh Tran, Duc Tran, Linh-Giang Nguyen, Quoc-Trung Ha, Van Tong, and A. Mellouk,
“SHIOT: A Novel SDN-based Framework for the Heterogeneous Internet of Things”,
Informatica, Vol. 42, No. 3, pages 313-324, November 2018.

11. Trung-Duc Nguyen - Tuan-Dung CAO - Linh-Giang Nguyen . DGA Botnet detection using
Collaborative Filtering and Density-based Clustering. SolCT2015.

12. Diep Thang Cao, Hai Nguyen Thuc, Giang Nguyen Linh, The VBLUE queue management
mechanism in video environment. Journal of Computer Science and Cybernetics. Vol 30, No
1(2014). 2014. ISSN1813-9663.

13. Nguyen Dai Hai, Nguyen Linh Giang, Comparison Between SVM and Back Propagation
Neural Network in Building IDS. Lecture Notes in Electrical Engineering, Vol 240,
"Multimedia and Ubiquitous Engineering. MUE2013. pp1121-1127. Springer. 06/2013.



14.

15.

16.

17,

18.

19.

20.

21.
22.
23.
24.
25.
26.

27.

28.
29.
30.
31.

32.

Thang Cao, Hai Nguyen Thuc, Giang Nguyen Linh. Improving the video transmission quality
over ip network. Conference: Ubiquitous and Future Networks (ICUFN), 2013 Fifth
International Conference on Ubiquitous and Future Networks DOI: 10.1109/ICUFN.2013
.6614884. 2013.

Nguyen Dai Hai, Nguyen Linh Giang, Anomaly Detection with Multinomial Logistic
Regression and Naive Bayesian. Lecture Notes in Electrical Engineering, Vol 240,
"Multimedia and Ubiquitous Engineering. MUE2013. pp1129-1136. Springer. 06/2013.
Tran Dinh Cuong, Nguyen Linh Giang, Intrusion Detection under Covariate Shift using
modified Support Vector Machine and modified Backpropagation, Proceedings of 2012 3rd
International Symposium on Information and Communication Technology (SolCT 2012),
August 23-24, Halong, Vietnam.

Nguyen Dai Hai, Nguyen Linh Giang, Comparison of svm and back propagation neural
network in building intrusion detection system, 7th South East Asian Technical University
Consortium (SEATUC) Symposium, Bandung, Indonesia, March 2013

Nguyen Linh Giang, Le Quoc Do, "Making Decision in Intrusion Detection using Combination
of Testing Hypothesis and Reinforcement Learning", Tap chi Khoa hoc cdng nghé cac
Trwéng Dai hoc ky thuat (ISSN 0868-3980), s6 90-2012, p78-83, 2012

Nguyen Tien Ban, Nguyen Linh Giang. “Secure delivery of multimedia data: a system
model”. VNU Journal of Science, Mathematics — Physics Vol 27 (2011) pp 1 -7, 9-2011.
BUi Trong Tung, Nguyén Linh Giang, Lwong Anh Hoang. “Mé hinh tich hop sinh tric tang
cuwdng an ninh cho co s& ha tAng khéa céng khai PKI”. Tap chi cac cdng trinh nghién ctru
phat trién va (rng dung CNTT&TT, pp. 163-171, vol. 26, no. 6, 09-2011

Nguyén Linh Giang. Secure distribution of multimedia data. Tap chi khoa hoc c6ng nghé cac
trwdng dai hoc ky thuat. Sé 79B/2010.

Bui Trong Tung, Nguyén Linh Giang. Digital signature using Bio-Etoken in Biopki system
and applications. Tap chi khoa hoc céng nghé cac trwéng dai hoc ky thuat. S6 798/2010.
Nguyén Linh Giang,Markov decision process and fuzzy Q-learrning, Selected works in
Informatics and telecommunication, Vol 14, 4-2005,pp 91-99.

Nguyen Linh Giang, Reinforcement learning and fuzzy inference systems, Proc of Asian-
Pacific Information Technology Conference APIC-ISTO07, pp 48-51. Dec 2007.

Nguyén Linh Giang, L& Tu&n Anh, Pham Duy, A method of Anomaly Detection. Proceedings
of APIC-IST07, pp189-193

Nguyén Linh Giang, Pham Minh Tuén, Trdn Xuan Tan, Ngé Quynh Thu, Application of
hypothesis test in network intrusion detection. Proc of FAIR07, pp361-372. 2008.

Nguyen Linh Giang, Le Tuan Anh, Pham Duy, Tran Duc Quy, Anomaly detection by
statistical analysis and neural networks. RIFV2007, Proceedings of RIFV2007, Addendum
contribution, pp 137-141. 2007.

Bui Trong Tung, Nguyen Linh Giang, Digital signature using Bio-e Tocken in BioPKI system
and Applications. Journal of Science and Technology B, No 79B-2010, pp23-28, 2010.
Nguyen Linh Giang, Secure Distribution of Multimedia Data, Journal of Science and
Technology B, No 79B-2010, pp18-22, 2010.

Nguyén Linh Giang, D8 Tuén Anh, Mechanism of monitoring in online classroom, Proc of
ICT.rda’04, pp 327-337, 2005.

Dang Van Chuyét, Nguyén Linh Giang, Ta Hai Tung, BKVClass framework for virtual
classroom, Science and Technology, 10/2005.

Dang Trung Thanh, Tran Phan Huy Hién, Ta Hai Tung, Dang Van Chuyét, Nguyén Linh Giang.
Multimedia QoS evaluation in elearning using BKME. Selected works in Informatics and
telecommunication, Vol 3, 2-2007, pp 66-75. 2007.

3.2. Giai thwéng vé nghién ctru khoa hoc trong va ngoai nwéc (néu c6): Khong
3.3. C4c théng tin vé chi sé dinh danh ORCID, hé so Google scholar, H-index, s Irot

trich dén (néu c6): ORCID: 0000-0002-2121-2411; H-index 6, s6 trich dan: 349.

3.4. Ngoai ngir
- Ngoai ngl thanh thao phuc vy céng tac chuyén mén:Tiéng Nga, tiéng Anh.
- Mtrc d6 giao tiép bang tiéng Anh: kha.

T6i xin cam doan nhiing diéu khai trén la ding sw that, néu sai téi xin hoan toan chiju tréch

nhiém trwde phap luét.

Ha Noi, ngay 0 thang 5 ném 2025
NGUOI KHAI
(Ky va ghi ré ho tén)
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